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FTK Email & Reporting Lab:  Using AccessData’s FTK to “carve” (i.e., salvage) a deleted Email. 

This lab will use AccessData’s FTK to salvage a deleted email.  This lab will also use FTK to automatically generate an analysis report.
1. Turn on and boot your Windows XP PC normally
2. Access FTK by navigating to Start/All Programs/AccessData/Forensic Toolkit
3. When the FTK Startup dialog box appears, select “Start a new case” and click “OK”

4. On the New Case dialog box, enter the following information:

Investigator Name:  {your name}

Case Number:  2005-09-1A

Case Name:  E-mail Investigation

Case Path:  C:\Forensic\Email
Case Folder:  E-mail Investigation

5. Click “Next” on all dialog boxes until you see the “Add Evidence” screen

6. Click the “Add Evidence” button

7. Choose “Acquired Image of Drive” and click “Continue”

8. Navigate to “Passouts on Moonsrvr\Vol1\Students” (Drive Q)

9. Select the FTK image “thumbdrive.001” and click “Open”
10. For Evidence Identification Number enter “1”

11. For Comment enter “Analysis of Email”

12. Click “OK,” “Next,” and “Finish”

13. Use FTK to view and analyze any emails contained in the image
14. Use FTK’s  Hex Viewer to examine the headers of any emails

15. Can you identify any hidden or changed information by analyzing the header?

16. Highlight any email files and use Tools/Create Bookmark to bookmark the file for reporting

17. When the “Create New Bookmark” dialog box appears, enter a name for the bookmark and check the box “Include in Report,” and then click “OK”
18. Use File/Report Wizard to create a report with FTK
19. Click “Next” until the last Report Wizard screen and then click “Finish”

20. Click “Yes” to view the report

