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INFS 3120 – Intro to Computer Forensics
Lab 2-6:  Using AccessData’s FTK to examine files from suspect’s thumbdrive
1. Start FTK (Forensic Toolkit) From Start/All Programs/AccessData/Forensic Tookit.

2. Start a New Case, Click OK

3. Type your name as the investigator

4. Assign the case number “C2-6” and the case name as “Shakespeare”

5. Point the case path to C:\Forensic

6. For the case description type “Analysis of a Forensic Image made from suspect’s thumbdrive”

7. Click “Next” on all the dialog boxes until you see the “Processes to Perform” screen

8. Ensure that all processes are selected (including SHA1 Hash)

9. Click “Next” on all dialog boxes until you see the “Add Evidence” screen

10. Click the “Add Evidence” button

11. Choose “Acquired Image of Drive” and click “Continue”

12. Navigate to “Passouts on Moonsrvr\Vol1\Students” (Drive Q)

13. In the “Lab Data Files\Chapter 2 Labs” folder Select “C2Prj06.1” and click “Open”

14. For Evidence Identification Number enter “1”
15. For Comment enter “Forensic Image of suspect’s thumbdrive”

16. Click “OK,” “Next,” and “Finish”

17. Save the Case (File/Save) but do not close the case

18. Answer the following:

a. How many files were on the thumbdrive?

b. How many files were deleted?  How do you know?

c. How many duplicate items are there?  How does FTK identify duplicate items (even if the filename has changed)?

d. What other types of files (and how many of each) were on thumbdrive?

e. How can you examine the file contents using FTK?
Write a summary paragraph describing what you found on the suspect’s thumbdrive:

Write a summary paragraph describing the procedures that were used to examine the contents of the thumbdrive:

