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Graphic Image Lab:  Recovering a graphic file by restoring the file header.


Scenario:  You have recovered a file that you suspect might be a graphic file.  Use Hex Workshop and FTK to recover and analyze this file.
1. Navigate to “Passouts on Moonsrvr\Vol1\Students” (Drive Q)

2. Find the file “notagraphic” and attempt to open it in an application for graphics (e.g., MS-Paint or MS-Office Picture Manager)
3. Return to “Passouts on Moonsrvr\Vol1\Students” (Drive Q) and double-click on HexWorkshop.msi

4. Accept all the defaults to install HexWorkshop
5. Once installed, open HexWorkshop
6. In HexWorkshop, open the file “notagraphic”
7. Use HexWorkshop to examine the header of “notagraphic.”  Determine if “notagraphic” is a graphic file, and if so, which type of graphic file it might be. 
8. Use an Internet search tool (i.e., Google or Yahoo) to research graphic file headers
9. Once the proper graphic header is determined, use HexWorkshop to correct the header of the “notagraphic” file
10. Once corrected, use HexWorkshop to save “notagraphic” under a NEW name (e.g., “notagraphic_fixed”)
11. Access FTK by navigating to Start/All Programs/AccessData/Forensic Toolkit

12. When the FTK Startup dialog box appears, select “Start a new case” and click “OK”

13. On the New Case dialog box, enter the following information:

Investigator Name:  {your name}

Case Number:  2008-04-14

Case Name:  Graphic File Investigation

Case Path:  C:\Forensic\Graphic

Case Folder:  Graphic

14. Click “Next” on all dialog boxes until you see the “Add Evidence” screen

15. Click the “Add Evidence” button

16. Choose “Individual File” and click “Continue”

17. Navigate to “Passouts on Moonsrvr\Vol1\Students” (Drive Q)

18. Select the FTK image “notagraphic_fixed” and click “Open”

19. For Evidence Identification Number enter “1”

20. For Comment enter “Analysis of Graphic File”

21. Click “OK,” “Next,” and “Finish”

22. Use FTK’s “Graphics:” button to preview the repaired graphic image
