[image: image1.wmf]INFS 3120 – Intro to Computer Forensics
SecureClean Lab:  Using SecureClean to Clean a Thumb Drive
This lab will clean a thumb drive of ALL files (including hidden and deleted) so that the thumb drive can be used to hold digital evidence.

1. Connect your thumb drive to the proper USB port

2. Navigate to Windows Explorer and find the thumb drive (typically Drive E: )

3. Right-click on the thumb drive icon and select  “Format”

4. Ensure that you have selected the thumb drive (Drive E: ) and click “Start”

5. Allow the formatting to complete.  If prompted to format another, click “No.”

6. Download and install SecureClean from the Passouts folder (Passouts on Moonsrvr\Vol1\Student\(Q):\Davis\Forensics Tools\ SecureClean.exe) or from www.whitecanyon.com  

7. On the “products” tab, click on the “Download Demo” button (if downloading from whitecanyon.com)
8. Accept all of the defaults to install the SecureClean software
9. If SecureClean does not start, go to your Desktop and click on the “Clean My Computer” shortcut
10. At the SecureClean startup screen, select “Clean Drives Now”

11. When the SecureClean Demo screen appears, click “Try It Free”

12. Click on the “Settings” button in the lower left

13. When the Settings window appears, click on the “Overwrites” tab on the top right

14. On the “Overwrites” tab, choose “Level 3 (7 data overwrites)

15. Click OK

16. On the Clean Your Computer  screen, click the “Deep Clean” button

17. When the Cleaning Options screen opens, select ALL items in the top left panel (scroll down to select additional items or just click the “Select All” button)
18. In the “Search These Drives” section (lower left panel) check ONLY the A: drive (floppy drive) or the E: drive (thumb drive).  Do NOT select the C: drive!
19. Click the “Start Clean Now” button and allow the cleaning to finish

20. You now have a formatted AND CLEAN thumb drive that is ready to hold digital evidence

