[image: image1.wmf]INFS 3120 – Intro to Computer Forensics
Steganography Lab:  “Hiding in Plain Sight”

Instructions:
This lab will show you how to hide messages or files into a seemingly legitimate “carrier” file.  Hide a “secret” message using Steganography software and then send the file to another member of your group to retrieve the secret message.
Part A – Hiding a Message

1. In Internet Explorer (or a comparable Internet Browser) use a search engine (Google, Yahoo, Bing, etc.) to find a picture file (.bmp, .jpeg, or .gif)

2. Save the picture file to your C:\Forensics folder.  In the filename, include the words “Before Message Added”

3. Open Windows Explorer and navigate to the “Passouts on ‘Moonsrvr\Vol1\Student” drive (typically the “Q” drive on the RMU network
4. Navigate to and open the “Davis” folder
5. Double-click on the “Steganography.exe” link to begin the installation process

6. Accept all defaults to completely install the application

7. If the Steganography application does not open, go to Start/All Programs/Steganography to open the application

8. On the left side of the Steganography application, click on the folder button next to “HIDE  Step 1: Select a carrier file”

9. Browse to C:\Forensic and select your picture file.  Click “Open”

10. Note the size of the file in the Steganography application

11. In Steganography, click on the “Add” button, choose the “New Message” option, and click “Next”

12. In the “Add Instant Message” window, type in a Subject line and a “secret message.”  Click “OK”

13. Click the “Hide” button to hide your secret message in the Carrier file (click “OK” to bypass the password option)

14. When the “Save As” window opens, save your altered picture to the C:\Forensics folder.  In the filename, include the words “After Message Added”
15. Email (or use a thumb drive) to send your edited carrier file (picture file, After Message Added) to another member of your group

Part B – Retrieving a Hidden Message

16. Retrieve a carrier file with a secret message from another group member

17. If Steganography is not already open, go to Start/All Programs/Steganography to open the application

18. On the right side of the Steganography application, click on the folder button next to “UNHIDE  Step 1: Specify a carrier file”

19. Browse to C:\Forensic and select the picture (carrier) file from another group member.  Click “Open”

20. Note the size of file in the Steganography application.   Is the file size larger than the other group member’s “original” file (i.e., file without hidden message)?
21. Click the “Unhide” button

22. Double-click on the message in the list to read the secret message.

