[image: image1.wmf][image: image2.wmf]INFS 3120 – Intro to Computer Forensics

Chapter 12 – Email Investigations
1. What are the two main environments in which emails are sent/received?  
2. Which environment makes emails easier to trace and why?
3. What information is contained in an email header?

4. Why should an investigator not rely on the return path in an email header?  How can you tell if this information has been altered by a suspect?

5. What Internet resources can be used to trace IP addresses?

6. What is circular logging?  How can this information affect email investigations?

7. Explain how email messages cannot be “accidentally” lost or deleted (i.e., by the Federal Government or any other organization).

8. What files on a UNIX email server are useful to an investigator?

9. What files on a Microsoft (i.e., Exchange) server are useful to an investigator?

10. How do forensic tools assist with email investigations?

