[image: image1.wmf]INFS 6810 – Computer Forensics
FTK Imager Lab:  Using AccessData’s FTK Imager to Create an Image File
(FTK Image Files can be opened/examined using AccessData’s Forensic Toolkit)
This lab will use AccessData’s FTK Imager to create an image file of an entire floppy diskette.  An image file is a bit-stream copy of source files; however, it can only be opened/examined with AccessData’s Forensic Toolkit (FTK).
1. Turn on and boot your Windows XP PC normally
2. Access FTK Imager by navigating to Start/All Programs/AccessData/FTK Imager
3. Insert a floppy disk into the A: drive or insert a thumb drive into a USB port (NOTE:  making a bit-stream image of a thumb drive could take a long time, depending on the size of the thumb drive)
4. In FTK Imager, choose “File” from the drop-down menu and then choose “Create Disk Image”
5. When the Select Source window appears, select “Physical Drive” and click “Next”
6. When the Select Drive window appears, click on the dropdown menu and select “A:\” (if imaging a floppy disk) or “E:\” (if imaging a thumb drive) and then click “Finish” (NOTE:  do not select the “C:\” drive)
7. When the Create Image window appears, click on the “Add” button
8. When the Select Image Type window appears, select “SMART” and click “Next”
9. When the Image Destination folder appears, click the “Browse” button, navigate to “C:\Forensic” and then click “OK”
10. In the Image Filename field, type “FTKimage” and then click “Finish”
11. When the Create Image window appears, click “Start” and wait for the image to finish
12. After the image file has been created successfully, click the “Close” button

13. Open Windows Explorer and navigate to C:\Forensic

14. Confirm that the following two files have been created:

a. FTKimage.S01

b. FTKimage.S01.txt (text file)

15. Open the FTKimage.S01.txt file in Notepad.  What information is contained here and how is this information relevant to computer forensic investigations?

16. You now have an FTK Image file that can be opened and examined using AccessData’s Forensic Toolkit (FTK).  Note:  FTK is a separate software tool.
