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Lab 6-1:  Using AccessData’s FTK to Analyze Hash Signatures
First Hash Analysis
1. Open MS-Word and start a New Document

2. In the document, type “The rain in Spain falls mainly on the plains.”

3. Save the file as C6Proj01.doc in C:\Forensic (Note:  Save the file as a Word 97-2003 document)
4. Start FTK (Forensic Toolkit) From Start/All Programs/AccessData/Forensic Tookit.

5. Start a New Case, Click OK

6. Type your name as the investigator

7. Assign the case number “C6-1” and the case name as “Rain in Spain”

8. Point the case path to C:\Forensic

9. For the case description type “Analysis of Hash Signatures”

10. Click “Next” on all the dialog boxes until you see the “Processes to Perform” screen

11. Ensure that all processes are selected (including SHA1 Hash)

12. Click “Next” on all dialog boxes until you see the “Add Evidence” screen

13. Click the “Add Evidence” button

14. Choose “Individual File” and click “Continue”

15. Navigate to C:\Forensic\C6Proj01.doc
16. Select “C6Proj01.doc” and click “Open”

17. For Evidence Identification Number enter “1”
18. For Comment enter “First Hash Analysis”

19. Click “OK,” “Next,” and “Finish”

20. In FTK select File/Report Wizard

21. Click Next until the “Bookmarks – B” screen is displayed

22. Click on the “Add/Remove File Properties” button and ensure that both “MD5 Hash” and “SHA1 Hash” options are checked.  Click OK.

23. Click “Next” until the “List File Properties – A” screen is displayed

24. Check the box “Include a list file properties section in the report”

25. Under “Selected Category Settings:” check the box “Include in the Report”

26. Click “Next” until the last Report Wizard screen and then click “Finish”
27. Click “Yes” to view the report

28. Click on “List File Properties/All Items”
29. Print out the report (ensure that the MD5 and SHA1 Hash values are visible on the print-out)

30. Save the case and then CLOSE the case
Second Hash Analysis

31. Open MS-Word and open the document C6Proj01.doc

32. Change the word “Spain” to “Main”

33. Save the file using the SAME filename

34. Start FTK (Forensic Toolkit) From Start/All Programs/AccessData/Forensic Tookit.

35. Start a New Case, Click OK

36. Type your name as the investigator

37. Assign the case number “C6-1B” and the case name as “Rain in Main”

38. Point the case path to C:\Forensic

39. For the case description type “Analysis of Hash Signatures”

40. Click “Next” on all the dialog boxes until you see the “Processes to Perform” screen

41. Ensure that all processes are selected (including SHA1 Hash)

42. Click “Next” on all dialog boxes until you see the “Add Evidence” screen

43. Click the “Add Evidence” button

44. Choose “Individual File” and click “Continue”

45. Navigate to C:\Forensic\C6Proj01.doc

46. Select “C6Proj01.doc” and click “Open”

47. For Evidence Identification Number enter “1B”

48. For Comment enter “Second Hash Analysis”

49. Click “OK,” “Next,” and “Finish”

50. Repeat steps 20 through 29 to create a second report
51. Save the Case but DO NOT close

52. Compare the MD5 and SHA1 Hash Values in the two reports

Explain why the Hash Values are different?
Third Hash Analysis
53. In Windows Explorer, navigate to C:\Forensic
54. Highlight the file C6Proj01.doc (DO NOT open the file) and then select “Edit/Copy”

55. Select “Edit/Paste” to paste a copy of the file in the C:\Forensic folder
56. In FTK, select File/Add Evidence
57. Click “Next” on all dialog boxes until you see the “Add Evidence” screen

58. Click the “Add Evidence” button

59. Choose “Individual File” and click “Continue”

60. Navigate to C:\Forensic\Copy of C6Proj01.doc

61. Select “Copy of C6Proj01.doc” and click “Open”

62. For Evidence Identification Number enter “2”

63. For Comment enter “Third Hash Analysis”

64. Click “OK,” “Next,” and “Finish”

65. Repeat steps 20 through 29 to create a third report

66. Compare the MD5 and SHA1 Hash Values in this latest report to your SECOND report

Explain why the Hash Values are the same?
