[image: image1.jpg]


INFS 6810 – Computer Forensics
Hex Workshop Lab:  Hiding Data in File Slack Space
This lab will show you how to hide data in a file’s slack space.  Hidden data can then be discovered by Access Data’s FTK.
1. Access Dr. Davis’ website (www.profdavis.net) and navigate to the INFS 6810 page (CLASSES/INFS 6810 – Computer Forensics)

2. In the “Class Handouts” column, right-click on the file “Deposition Rubric.”  Save the DepositionRubric .doc file to your Desktop.  (IMPORTANT:  Save as Word 97-2003 format)
3. Download and install HexWorkshop.msi  from Passouts on ‘Moonsrvr\Vol1\Student’ (Q:)\Davis\Forensics Tools

4. Accept all of the defaults to install the Hex Workshop software (Do NOT restart your PC after the install)
5. If Hex Workshop  does not start, go to Start/All Programs/Hex Workshop v6/Hex Workshop
6. In Hex Workshop, click File/Open and navigate to your Desktop.
7. Select the file “DepositionRubric.doc” and click “Open”

8. Once the file opens, click on Edit/Find to open the Find dialog box.
9. In the Find dialog box, click on the drop-down box next to  “Type:” and select “Text String”

10. In the “Value:” field, type “Points:” and click “OK”

11. Hex Workshop should find the text string “Total Points:” in the document (note the Hexadecimal equivalent of “Points:” highlighted on the left side of the screen)

12.  On the right side of the screen, navigate to a blank line that is several lines under “Total Points:”
13. On the blank line, type the following “Stewie Griffin says: Victory is Mine!”

14. Click on File/Save As and save the file as “DepositionRubric New.doc” (IMPORTANT:  Save as Word 97-2003 format)
15. Close Hex Workshop

16. Open MS-Word 

17. In MS-Word, open the file “DepositionRubric New.doc”

18. Confirm that your hidden message is not visible within MS-Word

You have hidden data in the slack space of a MS-Word file.  
Challenge:  Use Forensic Toolkit (FTK) to examine the new file and locate the hidden message 
(Hint:  you have to use the “Hex View” in FTK).
