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Using AccessData’s FTK Password Recovery Toolkit
Ensure that WinZip is installed on your PC (under Start/Programs/WinZip).  If not, download & install the latest version of WinZip from www.winzip.com.
1. Download and install FTK Password Recovery Toolkit.exe  from Passouts on ‘Moonsrvr\Vol1\Student’ (Q:)\Davis\Forensics Tools
2. Open WinZip
3. In WinZip, click the “New” button to create a new archive file

4. Choose “Desktop” as the save location and name the archive file “Protected”
5. Click “OK”

6. When the ADD window opens, select the “My Pictures” folder (or any folder that contains a small number of files)
7. Select all files in the target folder and click the “Add” button.

8. Click the “ENCRYPT” button in WinZip and enter a common word as the password (word should be at least 8 characters and be a common dictionary word).
9. Ensure that the “Zip 2.0 Compatible (weak/portable)” option is selected.  Click the “OK” button

10. Close WinZip
11. Double-click on the “Protected” file (saved to desktop)
12. Highlight the archived folder and then click the “Extract” button and then choose ”Desktop” as the destination
13. Confirm that WinZip prompts you for the password
14. Click “Cancel” and close WinZip

15. Open FTK’s Password Recovery Toolkit (Start/Programs/AccessData/Password Recovery Toolkit)
16. When the dialog box opens, click the “Demo Mode” button

17. Click “OK” to bypass the warning

18. From the ANALYZE menu, choose “Select Files”

19. Navigate to the desktop and select the “Protected” file

20. Click the “Add” button

21. Watch the right side of the RECOVERY PROPERTIES window as the software recovers the password

22. How long did it take the software to recover the password?

23. What various techniques does PRTK use to recover passwords?
24. How can you add words recovered at a crime scene to the PRTK dictionaries?

Challenge:  Repeat steps 3 through 20 but use a password that is a combination of 6 letters and 2 numbers.

