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Registry Lab:  Exploring the Windows Registry
1. Open Internet Explorer
2. Navigate to 4 or 5 different websites (e.g., www.google.com, www.amazon.com, www.ebay.com, etc.)
3. Close Internet Explorer (Do NOT clear your Internet Browsing History)
4. Start a Command Prompt (formerly “DOS Prompt”) session by navigating to Start/All Programs/Accessories/Command Prompt
5. Once in the Command Prompt screen, type “regedit” and hit Return (the Registry Editor Window should open)
6. In Registry Editor, navigate to HKEY_CURRENT_USER/Software/Microsoft/Internet Explorer/TypedURLs, click on TypedURLs folder on the left side of the screen
7. Review the right side of the Registry Editor screen – you should see a list of all visited websites
8. Close out of the Registry Editor
9. Return to the Command Prompt session (if closed, start a new session by following Step # 4)
10. Once in the Command Prompt screen, type the following command at the “C:\>” prompt:
reg query "hkcu\software\microsoft\internet explorer\typedurls"

11. You should again see a list of all visited websites
12. Try these other commands (again at the “C:\>” prompt) and try to determine what information they could provide to a computer forensic investigator:
reg query HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\RunMRU

reg query hkcu\software\realvnc\vncviewer4\mru

Challenge:

Return to the Registry Editor and navigate to the following location.  What information can be found in this part of the Registry?
HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\RecentDocs\.doc
