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Chapter 5 – Processing Crime & Incident Scenes
1. Discuss different activities investigators perform with digital evidence?

2. Even though digital evidence is considered to be physical, it differs from other types of physical evidence.  What are these differences and what issues do they create for analysts?

3. Computer records are grouped into two main categories.  Identify and describe these categories.

4. Are computer printouts/printed reports considered valid forms of evidence or are they considered to be “hearsay?”  Discuss.

5. What various excerpts are included in Chapter 5 from the Federal Rules of Evidence?

6. What are FOIA laws and why do they exist?
7. How have Acts such as the Homeland Security Act & the Patriot Act impacted ISPs and the investigation of Internet activities?
8. What are Corporate Policy Statements and Warning Banners?  How do they impact an employer’s rights related to corporate computer investigations?

9. Explain how a corporate employee could jeopardize the suspect’s Fourth Amendment protection by gathering evidence in a private sector investigation?
10. What is probable cause and what criteria must be met to establish probable cause?
11. What is the plain view doctrine and how does it apply to the search and seizure of digital evidence?
12. Why is seizing a computer (and analyzing it in a computer forensics lab) preferred over analysis at the crime scene.  What conditions might prevent an investigator from seizing a computer?

13. Describe the proper procedures for securing a crime scene.
14. What guidelines are offered in Chapter 5 for processing a major incident or crime scene?
15. What is a technical advisor and what roles do they play at an incident or crime scene?
16. What various media exist for storing digital evidence?  What are the pros and cons of each?

17. What steps are outlined in the text for processing & handling digital evidence?

18. Who has the responsibility for setting evidence retention standards in a corporate (private) environment?  What is the exception to this rule?

19. What is a digital hash?  Why are digital hash values vital to computer investigations and authenticating digital evidence?

20. What are the current standards for hash algorithms?

