[image: image1.wmf][image: image2.wmf]INFS 6810 – Computer Forensics
Chapter 7 – Current Computer Forensics Tools
1. What are the two main categories of Computer Forensics Tools? 
2. What are the two main groups of Software Forensic Tools?
3. What are the various functions that can be performed by Computer Forensics Tools?
4. What is a disk editor/hexadecimal editor and for what purposes are they used?
5. What is a hash algorithm and why are they important to computer forensics investigations?

6. What is the difference between using a Password Dictionary and a Brute-Force Attack to obtain access to password-protected files?

7. Why is a report prepared after a forensic disk analysis and what kinds of information does it contain?

8. What are the advantages & disadvantages of Command-line MS-DOS forensic tools?
9. What are the advantages & disadvantages of GUI forensic tools?

10. What is a write-blocker and why are they important in computer forensic investigations??
