[image: image1.wmf][image: image2.wmf]INFS 6810 – Computer Forensics

Chapter 9 – Computer Forensics Analysis & Validation
1. What are the general steps for searching for evidence on a suspect’s hard drive?
2. Why would you not use Case Logging in FTK (or other tools) all the time?  Explain.

3. Discuss the pros and cons of the two main FTK search options.
4. What are the Advanced Searching Techniques in FTK and what do they help you to find?
5. Why is the validation of collected digital evidence so critical?  What are some ways that digital evidence can be validated?
6. What features do hexadecimal editors (e.g., Hex Workshop) have that many forensic tools do not?

7. What is the FTK Known File Filter (KFF)?  How does it help with forensic investigations?

8. What is data hiding?  What are some common data hiding techniques?
9. What are the two main password-cracking techniques?  What are the pros and cons of each?

10. Under what circumstances would you perform a Remote Acquisition?

