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Chapter 11 – Network Forensics
1. How does Network Forensics differ from Network Security?
2. What does a DHCP server do?
3. What are the standard procedures for Network Forensics?
4. What is malware?
5. What should an investigator do if an investigation reveals other compromised companies?
6. What functions do PsTools allow on Windows networks?
7. What are packet sniffers & what kinds of things can they do?
8. What are Honeypots & how are they used to thwart network hackers?
