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INFS 6810 – Computer Forensics

	Section:  A

Time:  Mondays  6 – 10 pm

Room:  Hale 102
Lab:  PH 100 (“Pod Lab”)
	


INSTRUCTOR INFORMATION

INSTRUCTOR:  Dr. Gary Alan Davis

OFFICE:  443 Nicholson Center


E-MAIL:  davis@rmu.edu


PHONE:  412.397.4892


WEBSITE: http://www.profdavis.net
(or via www.rmu.edu – search for ‘davis’)

OFFICE HOURS:  Mon, Wed, & Fri 10 am – 12 noon

COURSE INFORMATION

COURSE MATERIAL:

1.
Required Text:  Guide to Computer Forensics and Investigations – Fourth Edition, by Phillips, Nelson, Steuart. (Thomson Course Technology, Boston, MA, 2010)

COURSE DESCRIPTION:

INFS 6810 - Computer Forensics exposes the student to Computer Forensics and Investigation. This course presents methods to properly conduct a computer forensics investigation beginning with a discussion of ethics, while mapping to the objectives of the International Association of Computer Investigative Specialists (IACIS) certification. The course provides an overview of digital investigations and data recovery with emphasis on data presentation techniques and chain-of-evidence procedures. Current computer forensics tools are presented along with controls required for digital evidence acquisition.

PREREQUISITES --- INFS 6490
PRIMARY GOAL:  

The primary goal of INFS 6810 Computer Forensics is to provide the student with an overview of the theory, best practices, and tools associated with acquiring and analyzing digital evidence.

OBJECTIVES:

At the completion of the course, the student will be able to:

Topic 1: Computer Forensics and Investigations as a Profession

· Compare and contrast Computer Forensics with other related disciplines

· Describe how to prepare for a Computer Investigation

Topic 2: Understanding Computer Investigations

· Describe the systematic approach to computer investigations

· Describe computer forensics workstations, labs, and software

· Explain how to conduct an investigation and complete a case

Topic 3: The Investigator’s Office and Laboratory

· Explain computer forensics lab certification requirements

· Differentiate different forensic lab layouts

· Create a business case for developing a forensics lab 

Topic 4: Data Acquisition

· Understand storage formats for digital evidence

· Determine the best acquisition method

· Plan for contingencies in image acquisition

· Validate data acquisition

· Perform RAID data acquisition

· Use remote network acquisition tools

· Use other forensics acquisition tools

Topic 5: Processing Crime and Incident Scenes

· Describe how to collect evidence in private sector and public sector scenes

· Explain how to secure a crime scene

· Explain how to seize and secure digital evidence at the scene
· Describe how to identify, secure, catalog, & store digital evidence

· Explain how to obtain a digital hash

Topic 6: Working with Windows and DOS Systems

· Explore Microsoft file structures

· Examine NTFS disks

· Examine the Windows Registry

· Describe Microsoft boot tasks

· Describe MS-DOS startup tasks

Topic 7: Current Computer Forensics Tools

· Evaluate computer forensics tool needs

· Understand computer forensics software tools

· Understand computer forensics hardware tools

· Validate & test forensics software
Topic 8: Macintosh and Linux Boot Process and File Systems

· Explore Macintosh file structures

· Describe Macintosh boot tasks

· Explore UNIX and Linux disk structures

· Describe UNIX and Linux boot processes

· Examine CD data structures

Topic 9: Computer Forensics Analysis & Validation

· Determine what data to collect & analyze

· Validate forensic data

· Address data-hiding techniques

· Perform Remote Acquisitions

Topic 10: Recovering Graphics Files

· Recognize various image files

· Understand data compression

· Locate and recover image files

· Analyze image file headers

· Identify copyright issues with graphics

Topic 11: Network Forensics

· Understand and explain Internet & network basics

· Describe network forensics

· Differentiate various network tools

· Explain the Honeynet project

Topic 12: E-mail Investigations

· Explore the roles of client and server in e-mail

· Investigate e-mail crimes and violations

· Use e-mail computer forensics tools

Topic 13: Cell Phone & Mobile Device Forensics

· Understand mobile device forensics

· Understand acquisition procedures for cell phones & mobile devices
Topic 14: Report writing for high-tech investigations

· Understand the importance of reports

· Cite guidelines for writing reports

· Generate findings with forensic software tools

Topic 15: Expert Testimony in High-Tech Investigations

· Prepare for testimony

· Testify in court

· Prepare for a deposition or hearing

· Prepare forensics evidence for testimony

Topic 16: Ethics for the Expert Witness

· Apply ethics & codes to expert witnesses

· Cite organizations with codes of ethics

· Describe ethical difficulties in expert testimony

COURSE STRUCTURE: 

The methods used in INFS 6810 – Computer Forensics include lecture and classroom discussion through examples and demonstration.  At times, the instructor may make use of a computer projector and/or presentation software in a classroom lecture.  The course will also include hands-on computer lab instruction with current software tools used in digital forensics investigations.

STUDENT RESPONSIBILITIES 

REQUIRED FOR CLASS:

Students should obtain the following prior to class meetings:

· One (1) USB Flash (“Thumb”) Drive with at least 100MB storage capacity

· Student workshop files (accompanies textbook)

· FTK Imager software (accompanies textbook)

· Access Data Forensic Toolkit (FTK) Demo (accompanies textbook)

· Technology Pathways ProDiscover Basic (accompanies textbook)

· Hex Workshop (available from www.hexworkshop.com)

· SecureClean (available from www.whitecanyon.com)

· S-Tools (available from www.stegoarchive.com)

READING ASSIGNMENTS:
The student is responsible for doing all the respective reading assignments prior to the scheduled lectures.  

WRITTEN ASSIGNMENTS:
The student is responsible for completing all assignments within the allotted periods of time as outlined by the instructor. Written assignment due dates will be established either in the syllabus or provided to the students when relevant lectures are completed.

     Important notes:

1. The student is responsible to back up his/her valuable diskette files appropriately

2. The student must protect his/her assignments, files, diskettes, etc. from copying by other students and against viruses.

3. Significant time outside of class is necessary to work on the various components of the written assignments.

FOLLOW‑UP:
IIf a student does not fully understand a lecture subject or assignment and would like further explanation; the student is responsible to raise the topic(s) for discussion in class.  If further explanation is required on an individual basis, the student is encouraged to see the instructor during office hours or make an appointment.

A
AATTENDANCE:

R

Attendance will be taken at the beginning of each class period.  The CIS Department’s 25% Absence Policy will be enforced; that is, if a student misses 25% or more of the allotted semester classes, he/she will automatically receive a letter grade of F.  The student is responsible for keeping a record of missed classes.  

If a student is absent from a class session, that student is responsible for turning in (on time) any assignments that are due or completed/collected during that class session.  It is the responsibility of the student (not the instructor) to stay current on class assignments.  

MMAKE-UP EXAMINATIONS:

Make-up examinations will ONLY be given in emergency situations.  The instructor will make the final decision as to what constitutes an emergency situation and whether or not a make-up examination will be given.

EVALUATION CRITERIA:

Your final grade will be calculated using weighted percentages, with each of the following categories contributing, as listed:

                                             Exam 1



15%

                                             Exam 2



15%

                                             Final Exam



15%

                                          
Findings Report (Group)


12.5%



Mock Deposition (Group) 

12.5%



Peer Evaluation


10%



Homework/Lab Assignments
10%
 



Class Attendance/Participation
10%






100%

Your final grade will be calculated as follows:  
GRADING SCALE:

92.51 – 100%
A

89.51 –  92.5
A -

87.51 –  89.5
B +

79.51 –  87.5
B

66.51 –  79.5
C

00.00 –  66.5
F
ACADEMIC INTEGRITY POLICY 

Academic Integrity is valued at Robert Morris University. All students are expected to understand and adhere to the standards if Academic Integrity as stated in the RMU Academic Integrity Policy, which can be found on the RMU website at www.rmu.edu/academicintegrity. Any student who violates Academic Integrity Policy is subject to possible judicial proceedings which may result in sanctions as outlined in the Policy. Depending upon the severity of the violation, sanctions may range from receiving a zero on an assignment to being dismissed from the university. If you have any questions about the policy, please consult your course instructor.



PLAGIARISM POLICY

Plagiarism, taking someone else's words or ideas and representing them as your own, is expressly prohibited by Robert Morris University.  Good academic work must be based on honesty.  The attempt of any student to present as his or her own work that which he or she has not produced is regarded by the faculty and administration as a serious offense.  Student academic dishonesty includes but is not limited to: 


· Copying the work on another during an examination or turning in a paper or an assignment written, in whole or in part, by someone else;

· Copying from books, magazines, or other sources, including Internet or other electronic databases like ProQuest and InfoTrac, or paraphrasing ideas from such sources without acknowledging them;

· Submitting an essay for one course to a second course without having sought prior permission from your instructor;

· Giving a speech and using information from books, magazines, or other sources or paraphrasing ideas from sources without acknowledging them;
-Knowingly assisting others in the dishonest use of course materials such as papers, lab data, reports and/or electronic files to be used by another student as that student's own work.

· NOTE on team or group assignments:  When you have an assignment that requires collaboration, it is expected that the work that results is credited to the team unless individual parts have been assigned.  However, the academic integrity policy applies to the team as well as to its members.  All outside sources must be credited as outlined above.



DISABILITY STUDENT SERVICES AND ACCOMMODATIONS

Students who may be eligible to receive learning support or physical accommodations must contact the Center for Student Success at 412-397-4349 to schedule an appointment with a counselor.  The counselor will provide the student with the RMU Disability Student Services information and discuss procedures for requesting accommodations.  To receive accommodations in this course, arrangements must be made through the Center for Student Success at the beginning of the semester.
FINAL NOTE TO STUDENTS

The instructor reserves the right to modify any schedule or policy in this class syllabus at any time throughout the class.  Modifications may be made as necessary to improve the learning experience or learning environment of the student.  Any such modifications will be announced during regular class or exam meeting times.

GENERAL TOPIC OUTLINE 
	DATE
	DESCRIPTION
	EST. TIME 

(based on a 8 week session)
	REFERENCE TO TEXTBOOK MATERIALS, TUTORIALS, or READING SUPPLEMENTS

	1 (3/7)

	Computer Forensics and Investigations as a Profession


Understanding Computer Investigations
	1 week


	Read Chapter 1

Introductory video/discussion

Read Chapter 2

· SecureClean “Wipe” lab
· FTK Imager lab



	
2 (3/14)

	
The Investigator’s Office and Laboratory
Data Acquisition
Processing Crime and Incident Scenes
	1 week


	
Read Chapter 3

Read Chapter 4

Read Chapter 5

Forensic procedures video/discussion

· FTK “Shakespeare” lab


	
3 (3/21)

	
Working with Windows & DOS Systems
Current Computer Forensics Tools


	
1 week


	
Exam 1 (Chapters 1 – 5)
Read Chapter 6

Read Chapter 7

· Hexadecimal lab
· Windows Registry lab

· Password Recovery lab



	
4 (3/28)

	Macintosh and Linux Boot Process and File Systems
Computer Forensics Analysis & Validation

	1 week


	
Group Project Part A Due

Read Chapter 8

Read Chapter 9

· Hash Signature lab

· Macintosh/Linux Lab


	
5 (4/4)

	Recovering Graphics Files

Network Forensics



	1 week
	
Exam 2 (Chapters 6 – 10)
Read Chapter 10

Read Chapter 11

· Image Recovery lab
· Steganography lab




	Week
Beginning
	DESCRIPTION
	EST. TIME 

(based on a 15 week session)
	REFERENCE TO TEXTBOOK MATERIALS, TUTORIALS, or READING SUPPLEMENTS

	
6 (4/11)


	
E-mail Investigations

Cell Phone & Mobile Device Forensics

Report Writing for High-Tech Investigations
	
1 week



	
Read Chapter 12


Read Chapter 13
Read Chapter 14
· FTK Email lab

	
7 (4/18)

	Expert Testimony in High-Tech Investigations
Ethics for the Expert Witness
	1 week
	
Group Project Part B Due
Read Chapter 15

Read Chapter 16


	
8 (4/25)
	Final Exam

	1 week
	Final Exam (Chapters 11 – 16)

Group Project Part C Due

      (i.e., Direct/Cross Questions)

Mock Depositions Held
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