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ABSTRACT
Gary Alan Davis: Raising the Awareness and Concern of E-mail Misuse in the Workplace

(Under the direction of James Seguin, Ph.D.)

Electronic Mail (e-mail) was invented in 1971 and made popular as a business
communication tool in 1979 by Bell Laboratories. Since that time, e-mail has proliferated as
a principal means of workplace communication within and among business organizations
worldwide. The misuses of this communication medium, however, are widespread and may
impose substantial liabilities on employees and employers.

The purpose of this research was to explore the misuse of e-mail in the workplace.
Misuse of e-mail, within the context of this study, involves any e-mail message that is
considered menacing, harassing, or otherwise objectionable by individuals or groups of
individuals. The goal of the research centered on raising the awareness and concern of
employees regarding e-mail misuse. In addition, the study sets the stage for additional
research aimed at changing e-mail practices among employees.

The research utilized site visits, seminars, and experimentation. Initially, a series of site
visits were conducted with employees. The input from the site visits was used to create a
seminar aimed at raising the awareness and concern of e-mail misuse. Finally, a
questionnaire instrument was used to measure the awareness and concern of e-mail misuse
between pre- and post- seminar research participants.

Collected questionnaire data were analyzed using the statistical techniques of Analysis
of Variance (ANOVA). The results of the analyses in this research support the use of a
seminar aimed at raising the awareness and concern of e-mail misuse in the workplace. The

findings of the research challenge the business practices that are currently used to raise

il



awareness and concern. Based on the present research, e-mail use policies should be

supplemented with interactive seminars aimed at raising employee awareness and concern.
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Chapter 1
Introduction
Context of Problem

As electronic mail (e-mail) continues to proliferate as a principal means of workplace
communication, the liability associated with the misuse of workplace e-mail increases. A
recent article by the Association of Computing Machinery affirms “ . . . e-mail litigation,
including abuses, such as sexual harassment, is one of the fastest growing areas in
employment-related civil litigation in the U.S. The financial liability of employers over their
employees’ e-mail content can be substantial” (Sipior & Ward, 1999, pp. 91, 95). For the
purposes of this study, e-mail misuse was defined as the use of e-mail for purposes that are
considered menacing, harassing, or otherwise objectionable by individuals or groups of
individuals. The liability associated with the misuse of workplace e-mail extends to
employees and employers and may take the form of lawsuits, termination of employment,
and/or imprisonment.

With respect to employees, the misuse of e-mail in the workplace may place an
employee at risk for embarrassment or worse, cause the employee to be terminated. Misuse
of e-mail by an employee may also lead to legal consequences, such as civil lawsuits or
criminal penalties. In a recent survey by the American Management Association (2001),
46.3% of the companies surveyed had disciplined employees for “Sending sexually
suggestive or explicit material via office e-mail” (p. 3). The same survey found that 28.0% of
the companies surveyed had taken action against employees for sending “ . . . menacing,

harassing, discriminatory, or otherwise objectionable e-mail” (p. 3).



The misuse of e-mail in the workplace may expose employers to liability issues.
Organizations which were alleged to have condoned inappropriate e-mail content have been
sued for wrongful termination, discrimination, and sexual harassment (Stiefer, 2000). Misuse
of workplace e-mail also includes corporate espionage, leakage of corporate and trade
secrets, and theft of intellectual property (Miller & Weckert, 2000). Finally, improper use of
workplace e-mail may place an organization in poor standing with labor unions or create
negative public opinion (Shaller, 2000). Chevron, Microsoft, Nationwide Mutual Insurance,
Intel, Booz, Allen & Hamilton, Inc., and Oracle Corporation have all been implicated in
recent court cases involving misuse of e-mail by employees (Sipior & Ward, 1999).

In recent years, much attention has been afforded to liability and privacy issues
surrounding workplace communication, including e-mail. A review of that research suggests
that it is possible to propose practical, measurable methods to raise the awareness and

concern of e-mail misuse (and the liability associated with e-mail misuse) in the workplace.

Significance of Study

Raising awareness and concern of e-mail misuse in the workplace is of particular
interest to any working professional who uses e-mail as one of the principal means of
workplace communication. Raising awareness and concern of e-mail misuse in the workplace
will also be of interest to management and other stakeholders who are concerned about the
organization’s exposure to liability. In an age where intellectual property is of great value,
organizations seek to protect trade secrets, patents, trademarks, copyrights, and confidential
information. Employers must protect against illegal uses of software, such as e-mailing

licensed software applications to non-licensed users. With respect to the use of e-mail, the






